PRIVACY AND COOKIES POLICY
Effective Date: October 2, 2025
Policy Owner: Trainoverse Hub Sdn Bhd
1. Introduction and Compliance
Trainoverse Hub Sdn Bhd (Company Registration No: 202501008719 (1610133-A) and its platform, Trainoverse.com ("Trainoverse.com," "we," "us," or "our"), are committed to protecting your personal data and privacy.
This policy outlines how we collect, use, store, and process your personal data in accordance with the Personal Data Protection Act 2010 ("PDPA") of Malaysia.
By using our platform, you acknowledge and agree to the practices described in this policy. This policy applies to all users: Companies, HR/L&D Managers, HRDCorp Accredited Trainers, and Participants.
2. Personal Data We Collect
"Personal data" refers to any information that can identify you as an individual. We collect data necessary for our service provision.
	Category
	Data Collected
	Purpose of Collection

	Identity & Contact
	Name, Email address, Phone number, Username, and Password (encrypted).
	Account setup, security, and primary communication.

	Professional/Trainer Data
	HRDCorp Accreditation Number, Professional Bio, Expertise, Industry Background, Resume/CV, Bank Account Details (for payment disbursement).
	Trainer verification, AI matching, and processing of service fees.

	Company/Employer Data
	Company Name, Company Registration Number, Contact Person's Name, Industry, HRDCorp Registration status.
	Client verification, contract management, and regulatory compliance.

	Engagement & Feedback
	Training requests (e.g., "Need critical thinking course for finance team"), Performance ratings (NPS scores), Review comments, Proposal history.
	AI matching refinement, quality control, and L&D ROI analytics for companies.

	Technical & Usage Data
	IP address, Device Type, Browser Type, Pages Visited, Time Spent, Referrer URL.
	Platform maintenance, security, and analytical improvement of user experience.


We do not collect sensitive personal data (e.g., political opinions, religious beliefs, health status) unless required by law or with your explicit consent for a specific regulatory requirement.
3. How We Process and Use Your Personal Data (PDPA Principles)
We process your personal data for purposes that are necessary and directly related to our functions, adhering to the seven PDPA principles:
	PDPA Principle
	What We Do

	General Principle
	We process data only with your consent and for the core purpose of connecting trainers and companies to execute a commercial training transaction.

	Notice and Choice
	We inform you of the types of data collected, the purposes of processing, and provide you the choice to withdraw consent at any time (see Section 6).

	Disclosure Principle
	We only disclose data necessary to facilitate the service (e.g., sharing a Trainer’s profile with a Company requesting that expertise). We do not sell your personal data.

	Security Principle
	We take practical steps (encryption, firewalls, access controls) to protect personal data from loss, misuse, modification, unauthorized disclosure, or destruction.

	Retention Principle
	We do not keep your personal data longer than necessary for the fulfillment of the purpose for which it was collected, or as required by Malaysian law.

	Data Integrity
	We take reasonable steps to ensure the data we process is accurate, complete, not misleading, and kept up-to-date, relying on you to ensure your submitted data is accurate.

	Access Principle
	You have the right to request access to and correction of your personal data held by us (see Section 6).


4. Disclosure and Transfer of Personal Data
We may disclose your personal data to the following third parties, strictly for the purposes outlined in this policy:
· Between Users: Relevant data is shared between a Company and a Trainer to initiate a training engagement (e.g., sharing contact details and proposals).
· Third-Party Service Providers: Entities that perform essential functions on our behalf, such as cloud hosting providers ([List Hosting Provider, e.g., AWS, Azure]), payment gateways, and security auditing services. These parties are contractually bound to maintain confidentiality and security.
· Affiliated Companies: To our subsidiaries, holding companies, or affiliates for internal operations, auditing, and service improvement, subject to equivalent security standards.
· Regulatory & Legal Authorities: Where required by Malaysian law, government agencies (like HRDCorp) for levy claims, or by court order.
· Business Transfer: In the event of a merger, acquisition, or sale of assets, your data may be transferred to the new entity.


5. Cookies Policy
What are Cookies? Cookies are small text files stored on your device by your web browser when you visit our website. They help us remember your preferences and enhance your user experience.
How We Use Cookies: We use cookies for:
· Essential Functionality: To allow you to log in, maintain session security, and navigate the platform.
· Performance & Analytics: To collect anonymous data on how users interact with the site, helping us monitor performance and identify areas for improvement.
· Marketing & Personalization: To remember your interests and potentially display relevant service information on our platform.
Your Choice: You can choose to accept or decline cookies. Most web browsers automatically accept them, but you can usually modify your browser settings to decline. Please note that declining essential cookies may impact your ability to fully utilize the platform.
6. Your Rights and Contact Information
As a data subject under the PDPA, you have the following rights:
· Right to Access: You may request access to a copy of the personal data we hold about you.
· Right to Correction: You may request that we correct any personal data about you that is inaccurate, incomplete, or misleading.
· Right to Withdraw Consent: You may withdraw your consent for us to process your personal data for marketing purposes or any other purpose where consent is the basis of processing. Note that withdrawing consent may affect your ability to use certain platform features.
To exercise your rights or if you have any questions, please contact our Data Protection Officer (DPO) in writing:
Data Protection Officer (DPO)
Trainoverse Hub Sdn Bhd
Address: 2-A-12 GFG Tower, 65, Jalan Raja Bot, Kawasan 18, 41400 Klang, Malaysia, 
Email: info@trainoverse.com
Phone: +603-3359 5555
7. Changes to This Policy
We reserve the right to modify this Privacy Policy at any time. Any changes will be posted on this page with an updated "Effective Date." We encourage you to review this policy periodically to stay informed about how we are protecting your information.
